
Cuckoo Lab



Cuckoo Lab

• Materials needed
• Kali Virtual Machine

• Software Tools
• Cuckoo (Online file analyzer)



Objectives Covered

• Security+ Objectives (SY0-601)
•Objective 4.1 – Given a scenario, use the 
appropriate tool to assess organizational security

•Network reconnaissance and discovery
•Cuckoo



What is Cuckoo?
• Sandboxed environment that a person can put 

a file into
• Find out how it will act in the isolated environment
• Does the file contain malware?
• Test before putting on an actual system or network

• Keeps the network or system safe from potential malware



The Cuckoo Lab

• Setup the VM environment
• Locate Files
• Test the Files
• View the Results



Setup Environment
• Log into your range
• Open the Kali Linux Environment

• You should be on your Kali Linux Desktop
• Open a new Terminal



Test the Files
• Open the Home folder

• Navigate to CourseFiles Cybersecurity  cuckoo-lab
• You should see 13 files in the folder with 6 pairs

• Each pair contains a normal file and a malware file
• Pick a pair to test

6 pairs of files 
in the Cuckoo 

folder

Please Note: If doing this with 
multiple groups, assign different 

pairs to different groups



Test the Files
• Open the Web Browser
• Go to the following website:

https://cuckoo.cert.ee
Cuckoo’s 
online file 
analyzer



Test the Files
• Drag and drop a pair of files into the “SUBMIT 

A FILE FOR ANALYSIS” box
• Once they are uploaded, select “Analyze”

Make sure both files are 
selected and then select 

“Analyze”



Test the Files
• The files should start processing

The files are running in 
the Cuckoo environment 

and being analyzed

Please Note: This process could take up to 10 or more 
minutes to complete

“running” - files are being executed in the 
Cuckoo environment

“completed” - files are done being ran in 
the environment and are being analyzed

“reported” - the files are done being 
analyzed and a report has been made



View the Results
• While the test is running, open the following 

webpage in another tab
• https://cuckoo.cert.ee/analysis

• Leave the tab with the test running open

These are all the files being tested in the online Cuckoo 
environment. The pair of files you have tested will appear 

here when the report has been reported.



View the Results
• Open a report

Right-click the URL here 
and then select “Open 

Link in New Tab”

You should see the 
Summary page for this 

file open What all is reported on the 
Summary page? Scroll 

down to view more!



View the Results
• When both of your tests shows reported
• View the results of the tests

• Refresh the analysis page
• Which file was the malware?

The  score ranges from 0-10, where 0 is a 
“safe” file while 10 is a potentially 

“dangerous” file*. Here, packets2.pcap would 
be the malware since its score was a 10.

*Please Note: While Cuckoo runs a lot of tests on a file, it does not 
always report correctly. Sometimes, the application might report a 

virus as a safe file and vice versa.
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